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KETCHCoensulting: WHAT DO
WE DO?

Executive Justification of Busiiness

Continuity,

- Analyze your ROI

- Create/give executive
presentations

Hot Site Contract Negotiations

- Current/Euture Pricing

- [Lengith| off Contract

- Ts & Cs

- Quantity/Quality/Scheduling ofi

test time
- Termination clauses
- GUarantees

Alternate Site Strategjes, Solutions,
and Costing — We give you cholces

RISk Assessments
-Observational
-Statistical

-Supply chain

Disaster Recovery Plans
-Technology Recovery

\Work Place Vielence Planning

Business Continuity Program
Development
- People plans, not just
technoelogy.

Develep/enhance/assess/update
your Business Continuity Plan
Gap Analysis

-Analyze the difference between
the plan and reality,

-Develep a new: plan

Business Impact Analysis

- Identify and quantify direct and
Indirect risks, and! resultant
pbusiness lmpact of these risks, to
yOUr core bUusINESS ProCESSES

ICT (NIMS)

Helicopter & Jet Evacuation plans
Tlable Top exercises

Swine Elu
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KETCHConsulting: WHAT
MAKES US| DIEEERENHT?

Leadership

Actuall Recoveries
Speakers at all major conferences

Published-authors off hundreds of
articles

Quality of staiifi

EXperienced professienals that
average 30 years in IT and 20
YEARS in BCP

Tirained 1n, and In Sseme cases,
Innevatoers of, the top
methedoelegies in the industry.

Alll consultants are certified
(CBCP/MBCI).

Heavy, experience In designing,
developing,, testing and execuiting
successtul' recevery plans. “We
know what makes them work!!

Hot Site Negotiations

= First Hand knoewledge off where
Cost savings canihe realized &

what T’'s & C’s really mean
» Guaranteed savings
Packaging Consulting Selutions
wirths:
s Full spectrum off effferings can

be “packaged™ to provide a
single cost effective selution

Hardware, seftware, data
center eguipment, hot site,
financing

= “Rolllyour own deal”
Price Ceampetitive

= Low Overhead

s [everage

= Packaging
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Wiy Worry?

According tera recent sunvey, 3/ PEercent of
chief financiall officers (CEOS)) perceived
thelr firms te e most Vulneranle in the area
Of disaster preparedness and recovery.
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Fhe Auditing Dilemmea

Unlike finance; there aie ne; generally,

acecepied prnciples:

“WIth WhIchr teranalyze

BUSINESS| continuIty: plans:

Fhere ane;, ReWeVer, a nUmBer: off qUestions

auditors can ask to
PUSINESS| continuIty.

delprevaluate: a firmrs
plans.
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Disaster Recovery, Vs. BUSIess
Ccontnpuity

DIsaster Recovery, rnistorcally, foctsead on
recoverng teciinelogy, thus FoL Sites, Alteriate
Sites, Ouick: Ship, anad-Voenile Recovery: centers
Wwere developen.

Siace e 1990's, the foels 11as Beern or
BUsIess Conupuity; oL JUSt tec/inology,
recovery: 11Is Is even more thte sincer Sept:; 11
anaxatrina. lnformaton Technology (175) s a
SUpser of BUSINESS ContinuiLy,
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1. What are the BC objectives?

Are the elhjectivVes, Speciiic?
Are they meastanle?

Are they endorsed by Senior
management?
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2. Are the BC objectives realistic?

[T the goal, for example, Isite re-estapblish
fullfeperations Within, 24 - AeUrs; can the
goealibe achieved?

[T not:

x Should the' recovenry Window! e expanded?

x Shoeuldithe plan e amencded ter achieve the
24-leuUr ehjective?
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XYZ Corp
Critical Recovery Time Objectives

Critical Recovery Time Objectives

Critical Processes

i Extended Recovery

High Availability processes S 18
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Marmal Recovery

Rapid Recovery

6 hs 1 day 26 days
RTO




3. Is BC relevant to employees?

Ale employees aware ofi tihe PUSINESS, CoRtinuILy.
plan?

DId they have input Inte plan develepment?

Do) they tnderstand thelr ebligatiens Under the
plan?

Are they: comioertanle withr thelr current level of
traIRing?

Do they: have any: resevations regarding plan
execution—oi; viability?
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4. \When was the last BIA?

The Business limpact Analysis: (BIA) IS the
templaterfer develeping a husiness
CONtIRUILY. plan:

A BlIA shouldl be conducted at reguilar
IRtervals, or colncident Withrany: major
PUSINESS 6r organizational change.
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5. Is BC tied to change?

A BUSIness contnuity: plan sheuld e
[eviewed! and revisedicoincident withr any.

Majer BUSINESS! B)f organizatienall change, ol
example:

1e OPENRING of ar new. effice.

Je Intreduction; 6l a new. preduct line.

1e passage of a new government regulation
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6. Is the BC plan tested?

Are tests conducted on a regular asis?
Are the tests comprehensive?

Are all preblems revealed! by the: tests
reselved?

Are approprate’ changes made tox

x [lhe business continuity plan?

= [[lie business continuity: test pretocols?
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/. Are offsite backup tapes tested?

Backuprmedia may: deglader over time.

Backuprprecedures may: falfwithout
notice.

Backup velumes should e randemiy.
fetrieved and restoered terensure the
Integrity of the' ackup: PreCESS.
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8. Is the BC plan detailed?

Primany/ recoverny persennel may. not e
avallablerin thewake ofi a disaster:.

Can the business continuity plan: he
executed by hackup recovery persennel,
ILE., NON-EXPErtS?
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0. Is the recovery: site secure?

Suiffering a disaster does not ansolve a
firm firemiIts: Seclity. eonligations.

IHOW, SEcUKe IS the: recovery Site?
x Physical Securiby?

s Informatien Security?

s Persennel secunity?

s [franspoertation Secunity?
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10. Where is the 27¢ recovery. site?

Like airlines, recovery: site previders
“OVerbeok”.

[ the prmany’ receveny: site s taken,
WhErne IS, the Secendan/ recovery: site?

ISHitlegistically—and ecenomically—
feasiple te operate firom the second: site?
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11. What about “telework”?

Foday, mest employees have heme
compuiters with Internet access.

[DeES the BUSINESS' continuIty plan; provide
oK telewoerk-erented receveny strategies?
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12. \What Ifi business partners; fail?

DEES| the BUSsInesS, continuity: plamn:

s Provide for peredic avuditsiofi BUSINESS partner:
PUSINESS continuiity plans?

s Include recovery plans designed to mitigate
e Impact 6ff a majer bUsSiness parther
falltre?
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13. Wihat apeuit hardcopy. data?

AllFbUSiness continuity: plans provide for
e recevery off computer data.

Wihat albeut vital paper o hakndcepy.
[ECOKES?

IS decument Imaging available for these
WG WisShi te; USe Iit?

ADKETCH onsulting™ 59




14. What about Pandemic?

IS terer a separate moedule for a Pandemic?
Are triggers tied te WHO andl CDC?

Have HR policies been definead?

IHave: travel plans been| definead?

IS there: a plan ek anti-virals?

IHave employeesi beenreducated?
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15. What about non-IT assets?

Virtually all-lsusi
provide. for the

AESs contnuIty plans
restoration of I'll assets.

What about nen-11F assets, such as:

s Manufacturng
» \/ehicles andieg

9lants?
Uipment?

Researchiand ¢
Raw materials?

evelopment laberatenes?

Product InVenton/?
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16. What anoeut rsk mitigation?

Since net allf disasters can e avoeided, pant
Ol the: usiness; continuity: plan: shouldibe
deveted to Iessening thelr Impact.

Strategies; incluae:
s Decentralization of criticall assets.
s Diversification; of key: Vendors.
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17. Are “disruptions” covered?

DEES| the PUSINess continuity plan: provide

for lesser disasters, suchias:

POWeEr olitages?

LOSS ofi key: persennel?

Deniall ol senvice: attacks?

s \Work stoppages?

s Loss or thefit ofi mobile: computing devices?
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18. Are EN plans integrated?

DEES tiie husiness continuity. plantintegrate
ether, related emergency management

plans, such as:
s EVacuation?
s Shelter In-RPlace?
x Emergency Viedical?
m Crisisi Vianagement?
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19. Are all executives on board?

Dees| the PUSINESS cContinuIty: plan enjoy.
e slippeKt off SERIoK Management?

s Einancial stpport?

x Promoetionall support?

Are employees held accountakle for thelr
BUSINESS| continuIty: perormance?
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20: Is the plan readily: acecessinle?

Are: clirent copies; of the plan: kept offsite?

Are up-te-aate contact lists stered in a
Secure lecation?

Are planrupdates autematically, distrbuied
10 plan helders?
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Conclusion

Corporater Auditing sheuld e preactive in
evaluating thelrfifm’s BUSINESS, coRtinuity’ plans.

They shieuld insist that plans encompass boeth
II—and nen-I—functiens; and assets.

hey should demand the same levell of
professionalismrand due: diligence: fremi BUSINESS
contiRUILY managers that they demand firem
finance managers.
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CALL
TEDDY:

Ted Brown, CBVP CBCV

President and CEO

1=r570-563-0868

TedBrown @KETCHConsulting.com

PO Box 641
Waverly, PA 18471
USA
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